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3rd International Conference on Critical Infrastructure:
RISK AND CRISIS MANAGEMENT IN THE NEW REALITY
Conference venue: Falkenstajner Hotel, Bulevar Mihajla Pupina 10k, Belgrade
October 16, 2025
08:30 — 09:00 Participant Registration
09:00 Welcome Remarks and Opening of the Conference
09:30 — 11:00 KEYNOTE SPEECHES

Infrastructure Security and the New Paradigm: Risks, Threat and Opportunities, David Rubens, Institute of Strategic
Risk Management, 1ondon

Stress-testing the resilience of critical infrastructures exposed to extreme emerging tisks, Aleksandar Jovanovié, Steinbeis EU-
V'ri,Steinbeis European Risk & Resilience Institute

Evaluating Infrastructure Criticality Under Water Hazards: A Framework for Interdependent Asset
Prioritization, Dragan Savié, KWR W ater Research Institute, the Netherlands, University of Exeter, UK

Using Al in the evaluation and monitoring of the scientific proposals, Nenad Filipovié, Science Fund of the Republic of
Serbia, Faculty of Engineering, University of Kragujevac

Advanced Mathtical Modeling of Complex systems, Marko Gavrilovié, Astronomical Observatory Belgrade, Serbia

The Rise of Evil Al, Martin Lutz, CISM, Chief Information Security Officer, V' INCI Energies

11:00 — 11:30 Coffee break
11:30 — 13:00 PANEL 1: Geopolitics of Critical Infrastructure
Modetrator: Marija Dorié, Institute for Political Studies, Belgrade

Resilient by Design: Ukraine’s Experience in Protecting Critical Infrastructure, VViadlen Basystyi, Ukrainian

Cybersecurity and Critical Infrastructure Protection Professional

The Growing Eu-Us Energy (Inter) Dependence in the Context of the Energy Transition Crisis: Case Study of
the Second Trump Administration, Olga Stevanovic, Institute for Political Studies, Belgrade, Dragan Zivojinovié, Faculty of Political
Science, University of Belgrade

The Importance of the Economic Evaluation of Mineral Resources for Preserving the Country's Enetgy
Secutity, Radule Tosovi, University of Belgrade, Faculty of Mining and Geology

Energy and Technological Aspects of Electric Power Systems’ Security in Transition Trajectories, 1 ojin Griovic,

University of Novi Sad, Faculty of Technical Sciences

Cybersecurity Incidents in the Water Sector: Root Causes and Lessons Learned, Nikola Milivojevié, Water Institute

Jaroslav Cerni*, Belgrade

Strengthening Cyber Resilience in the Energy Sector, Marijana Filic, Joint Stock Company “Elektromresa Srbije”, Belgrade

13:00 — 14:00 Lunch break
14:00 — 15:30 PANEL 2: Adaptive Risk Management and Smart Infrastructure Systems
Moderator: Dragan Vnkmirovié, Faculty of Organizational Sciences, University of Belgrade

Innovative Resilience Assessing for Critical Infrastructures Using the Lean Methodology, Claudio Roland,
ACADEMIA s.a.s., Ialy

Enhancing Critical Infrastructure Resilience: An Integrated Framework of Generative Al, IoT, and Digital
Twins for Hazardous Matetial Management of Electric Vehicle Batteries, Dragan Vukmirovié, Faculty of
Organizational Sciences, University of Belgrade, Belgrade, Stefan Radujicié, Nebojsa Stanovjevi, Comié, University Business Academy in
Novi Sad, The Faculty of Organizational Studies "Eduka" in Belgrade

GANs and Metaheutistics in Cybersecurity: Smarter Tools for Risk Management, Nebojsa Balanin Dakula,
University Singidunum, Belgrade

Data Integrity in Generative Al Ana Kovacevié, Faculty of Security Studies, University of Belgrade, Ranka Stankovié, Faculty of
Mining and Geology, University of Belgrade

Artificial Intelligence in CBRN Threats: Between Risks and Opportunities for Prevention and Response, Marina
Dabetié, Vinca Institute of Nuclear Sciences - National Institute of the Republic of Serbia, University of Belgrade, Zoran Kekovié, Dragana
Nikolié, Boris Obrovski



Toward Flood-Resilient Cities: The ARTIFACT perspective, Milan Stojkovié, Artificial intelligence R&>D of Serbia, Novi
Sad, Veljko Prodanovic, Artificial intelligence R&>D of Serbia, Novi Sad

Risk Assessment in Road Wortk Zones Using Artificial Intelligence, Expert Evaluation, and Dtiver Surveys,
Trifunovié A., University of Belgrade — Faculty of Transport and Traffic Engineering, Serbia; Senié A., University of Belgrade — Faculty of
Civil Engineering, Serbia, 1 azarevié, D., University of Belgrade — Faculty of Transport and Traffic Engineering, Serbia

Friday, 17 October 2025
09:00 — 10:30 PANEL 3: Regulatory and Ethical Challenges of Risk and Crisis Management
Moderator: Sanja Grbovié, Faculty of Law, University of Montenegro

Security of ICT Systems of Special Importance — New Regulatory and Institutional Framework, Milan 1 ojvodic,
Ministry of Information and Telecommunications of the Republic of Serbia

Regulatory Challenges in the Domain of Al Dragen Cerovié, Aneta Spaié, Faculty of Law, University of Montenegro
Regulatory Frameworks for Protecting Critical Infrastructure from Risks Posed by Ai-Generated Fake News:
A Global Overview, Marko Selakovic, S P Jain School of Global Management, Dubai, UAE, Marijana Krkié, University of Belgrade,
Faculty of Political Sciences, Belgrade, Serbia, Tanja Kersevan, University of Ijubljana, Faculty of Social Sciences, I jubljana, Slovenia
Risk management, cyber secutity and business continuity from the aspect of standardization in the protection
of critical infrastructure, Tatjana Bojanit, 1 ioleta Neskovic-Popovic, Institute for Standardization of Serbia

Enhancing Critical Infrastructure Resilience through Standard Essential Patent Governance,

Aleksandra Mihailovié, The Intellectual Property Office of the Republic of Serbia

The legal framework as 2 mechanism in the protection of ctitical infrastructure

Ranko Cejovié, Head of Corporate Protection, Joint Stock Company "Elektromrega Srbije", Belgrade

Risk Assessment and Crisis Management in Wildfire Protection: The Case of Montenegro and the Role of the
EU Civil Protection Mechanism, Sanja Grbovi, University of Montenegro, Faculty of Law, Ivan Jeknié, University of Montenegro,
Faculty of Political Sciences

10:30 — 11:00 Coffee break
11:00 — 12:30 PANEL 4: Psychosocial and Educational Challenges of Risk and Crisis Management
Modetrator: Marko Selakovic, S P Jain School of Global Management, Dubai, UAL

Ai-Generated Fake News as Instrument of Crisis Induction: A New Typology, Marijana Krkic, University of Belgrade,
Faculty of Political Sciences, Belgrade, Serbia, Marko Selakovic, S P Jain School of Global Management, Dubai, UAE, Nenad Filipovic,
Science Fund of the Republic of Serbia, Faculty of Engineering, University of Kragujevac, Serbia

Beyond Anticipation: An Integrative Analytical Model of Organizational Resilience, V'ladimir Ninkovie, Center for
Risk Analysis and Crisis Management Belgrade

The Develompent, Crisis and Psychological Databases as a Prevention Tool, Bogdan Filipovii, Expert associate-
psychologist, Elementary School ,, Zivko 1jujic*s Nova Varos

Digital Sovereignty Through Al-Driven Cybersecurity, Branisiav Dobrosavljevié, Advanced Cyber Security DOO, Belgrad,
Serbia

Subliminal teaching: Ul/UX for gamified education platforms and non-education-as-the-ptimary-goal video-
games, Miljan Dordevié, Faculty of Electrical Engineering, University of Belgrade

Effects of Investment in the Application of Artificial Intelligence Technologies on the Transformation of the
Financial Sector, Nikola 1 idovié, Faculty of Security Studies, University of Belgrade, Serbia

Aspects of Environmental Security Risk Management from the point of view of Critical Infrastructure, Milos
Tosovié, Singidunum University, Belgrade, Serbia, Jelena Dinié, Singidunum University, Belgrade, Serbia, 1 uk Kekovié, Austrian Postal
Service, 1V ienna, Austria

12:30 — 13:30 Presentations of technical solutions for critical infrastructure protection
13:30 Conference Closing

14:00 WORKSHOP: “Risk and Crisis Management in a Gamified Environment -Supported by Generative
Artificial Intelligence”
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